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Ha pabo4em mecTe

1. BBenenue

Hacrosimme mpaBuia mpeqHa3sHA4eHbl I 00S3aTEIbHOTO O3HAKOMIJICHHUS BBIJCICHHOMY B
OpraHHu3aIy COTPYAHUKY, OTBEYAIOIIEMY 32 HHPOPMALIMOHHYIO O€30MacCHOCTh MPH UCIOIb30BAHUU CPEACTB
Kpunrorpadudeckoit 3ammTs HHGopMauy U padboTe B 3aIIUIICHHON TEJIEKOMMYHUKAIIMOHHON CHCTEME.

2. OCHOBHbBIC MOHATHS

Cucmema — aBTOMATU3MpPOBaHHAs MH(GOpPMAIMOHHAs CHUCTEMa Iepeladyd U mnpuema uH(opmauuu B
JIEKTPOHHOM BHUJAE MO TEJIEKOMMYHUKAllMOHHBIM KaHajlaM CBSI3UW B BHJE IOPUAMYECKH 3HAUMMBIX
AIIEKTPOHHBIX JOKYMEHTOB C UCIOJIb30BAaHUEM CPEJICTB AJIEKTPOHHON MOATHUCH.

ABtomarusupoBaHHoe pabouee mecto (APM) — I[I9BM, ¢ nomomipbio KOTOpPOH IOJIB30BATEINb
OCYUIECTBIISIET NOJKIIOUEHUE A1l paboThl B Cucteme.

Cpeocmeo xpunmoepaguueckou 3awumol unpopmayuu (CK3M) — cpenacTBO BBIYUCIUTEIBLHON
TEXHUKH, OCYILECTBIAIONIEe KpurTorpaduieckoe mnpeodpa3oBaHue HHGOpMAIMU IS OOECTeYeHUs ee
0€30MacHOCTH.

Onexmponnas noonuce (311) — unpopmanus B 3JIEKTpOHHOH (opMme, KOoTopas NMPHUCOEAWHEHAa K
Ipyroit uHGopMaIK B 3IEKTPOHHON Qopme (moanuckiBaeMoi HH(OPMAaLIMK) WK UHBIM 00pa3oM CBSA3aHA C
Takoi MH(popMalMel 1 KOTOpas UCIOJIb3YETCs JUIsl ONpeNesIeHus JIUIA, MOANUChIBatoIIero nupopmanuio. B
Cucreme 75 MOANKCAHUS JIEKTPOHHBIX JTIOKYMEHTOB 3JIEKTPOHHOW MOAMMCHIO HCIOJIB3YETCSI TEXHOJIOTHS
aneKTpoHHO-1M(ppoBoit moanucu (DLUIT) B uHGpacTpykType OTKPHITBIX KITFOUEH.

Knrou DIl - yHUKalbHas TIOCJIEAOBATEIHLHOCTh CHMBOJIOB, TpEJHA3HAYCHHAs MJIsi CO3JIaHHs
anekTpoHHoi monmucu. Kirou DIl xpaHuTcs monb3oBateneM cucTeMbl B TaiiHe. B uHOpacTpyktype
OTKPBITHIX KJIFOUYEH COOTBETCTBYET 3aKkpbiToMy Kitouy DLIIT.

Knrou nposepxu OI1 - yHUKaIIbHAS MTOCIIEJOBATEIBHOCTS CUMBOJIOB, OZIHO3HAYHO CBSI3aHHASI C KIIFOUOM
JIEKTPOHHOM NOJIMCH W IpPEJHa3HauYeHHas Ul MPOBEPKM IOAJIMHHOCTU NIEKTPOHHOM nonnucu. Koy
npoBepku Ol u3BecTeH BCEM IOJIB30BATENISAM CUCTEMBI M IIO3BOJIACT OIPENEIUTH aBTOpa IOANUCU U
JIOCTOBEPHOCTB 3JIEKTPOHHOI'O JOKYMEHTA, HO HE IO3BOJIAECT BBIYUCIIUTD KIIIOY 3JIEKTPOHHOM noamnucu. Kirou
npoBepku OII cuMTaercs NpUHAAJIEKAIIMM I10Jb30BATENI0, €CIAM OH ObUI €My BBbIJaH YCTaHOBJIECHHBIM
nopsiikoM. B nH(pacTpyKType OTKpPBITBIX KIIOUEH COOTBETCTBYET OTKphITOMY Kitody DLIIT.

Cepmuguxam xnwoua nposepku I - SIEKTPOHHBIA JOKYMEHT WJIM JOKYMEHT Ha OyMaKHOM
HOCHTENIE, BBIIAHHBIE YIOCTOBEPSIONIMM IIEHTPOM JTMOO JOBEPEHHBIM JIMIIOM YAOCTOBEPSIONIETO IEHTpa U
MOATBEPXKAAIONTNE TPUHAJICKHOCTh KJIFOYa TPOBEPKH DJICKTPOHHOW TOJIMUCH BIAAENbIly cepTudukara
KJIF0Ya IPOBEPKH 3JIEKTPOHHOU MOAMKCH.



Yoocmosepsaiowuii yenmp - OpPUAWYECKOE JHMLIO WIA WHIUBUIYaJIbHBIM NpEANpUHUMATENb,
oCyllecTBIsOmYe (YHKIMM IO CO3JaHUI0 U BblJauye CcepTU(UKATOB KIIOYEH MPOBEPKHU 3IIEKTPOHHBIX
HOJNUCEH, a TaKKe UHbIE (PYHKIMH, TPEAYCMOTPEHHBIE 3aKOHOAATEILCTBOM.

Braoeney cepmugpuxama xnoua npogepxu III - U110, KOTOPOMY B YCTAHOBJIEHHOM TTOPSIJIKE BBIIAaH
cepTtuduKar Kiro4a IpOBEPKHU dMEKTPOHHOU MOAMUCH.

Cpeocmea D11 — mmdpoBanbHbie (KpUnTorpaduiIecKkue) CpeacTBa, HCIOIb3yeMble ISl peaau3alun
XOTs1 Obl ONHON W3 CleayrommxXx (GYHKIUH - CO3MaHHE 3JCKTPOHHOM IMOJMUCH, MPOBEPKAa 3JIEKTPOHHOU
MOJIIMTKCH, CO3/IaHUE KITFOYA DJICKTPOHHOM MOIIMCH U KJIF0Ya IPOBEPKH DJICKTPOHHOM MOIITHUCH.

Cepmuqbukam coomeemcmeust — NOKYMCHT, BI)IJI&HHI)Iﬁ Mo npaBujiaM CUCTEMBI CepTI/I(i)I/IKaHI/II/I JUIA
NMOATBECPIKACHUA COOTBCTCTBUA CCpTH(I)HHHpOBaHHOﬁ NpOAYKIIMH YCTAHOBJICHHBIM TpC6OBaHI/IHM.

Iloomeepoicoenue  nooOruHHOCMU — INIEKMPOHHOU  NOONUCU 8  INIeKMPOHHOM — OOKYMeHme  —
MOJIOKUTENBHBIN pe3yabTaT MPOBEPKU COOTBETCTBYIOMIMM cpeAcTBoM Ol MpHHAIIEKHOCTH DIEKTPOHHOM
MOJITUCH B JJICKTPOHHOM JOKYMEHTE BIIAJICNbIy CEpTH(PUKATA KIF0Ya MPOBEPKHU IMOAIUCH U OTCYTCTBHS
UCKa)KEHHI B TIOJMMCAHHOM JIAaHHOM 3JICKTPOHHOM MOJITHCHIO AJIEKTPOHHOM JTOKYMEHTE.

Komnpomemayus knioua — yTpara JoBepuss K TOMY, YTO HCIOJb3yEMbIE KIHOUM O0O0€CIIEUMBAIOT
6e3omnacHocTh HHPOpMauu. K coObITHSIM, CBSI3aHHBIM C KOMIIPOMETAIUEH KIt0uel, OTHOCSTCS, BKJIIOYasi, HO
HE OrpPaHUYMUBAsCh, CIEAYIOLIHE:

e [loreps KIIFOUEBBIX HOCHUTENEH.
¢ JloTeps KIIOYEBBIX HOCUTENEH C UX MOCIEAYIOIUM OOHAPYKEHUEM.
¢ VYBOJIBbHEHHUE COTPYAHUKOB, MMEBLIMX JOCTYI K KJIF0OYEBOM HH(pOopMaLuu.

e Hapymenue npaBuia XpaHEHHs M YHUUTOKEHHUS (TIOCNie OKOHYAHHS CpOKa JIEHCTBHUS) 3aKpBITOTO
KITIOYA.

¢ Bo3HUKHOBEHHE TIOJO3PEHHM Ha YTeuky HWHQOpPMAMM WIM €€ HCKaKEHHE B CHUCTEME
KOH(UAECHINAIbHON CBSI3H.

¢ Hapymenue neyatu Ha ceiipe ¢ KIIFOUeBBIMU HOCUTEISIMH.

e Cnyyau, KOrjja Hellb3s JOCTOBEPHO YCTAHOBUTbH, YTO MPOM3OLUIO C KIIOYEBBIMU HOCUTEISIMU (B TOM
4ucae COy4ad, KOrja KIIIOYEeBOM HOCHUTEIb BBILIET M3 CTPOS U JO0KA3aTeIbHO HE OINPOBEPrHYTa
BO3MOXXKHOCTb TOTO, YTO, JIaHHBIN (haKT MPOU3O0IIEN B PE3YyJIbTaTe HECAHKLIMOHUPOBAHHBIX NEHCTBUI
3JI0YMBILIUIEHHUKA).

3. PUCKM HCII0JIb30BAHUS JIEKTPOHHON MOANMUCH

[Ipy wWCHONB30BaHUU DJIEKTPOHHOM MOJIMUCH CYIIECTBYIOT OIpPENEICHHbIE PUCKHA, OCHOBHBIMH U3
KOTOPBIX SIBJISIOTCS CIEAYIOIIHE:

1. Puckwu, cBsizaHHble ¢ ayreHTU(dUKanuen (MOATBEPKICHUEM MOJIMHHOCTH) IoJib3oBatensd. Jluno,
Ha KOTOPOIO YKa3bIBaeT IOANMCH IIOJ JOKYMEHTOM, MOXET 3aiBUTb O TOM, YTO IOAIHUCH
chanbcupuuupoBaHa U HE IPUHAJICKUT JAHHOMY JIMILY.

2. Pucku, cBs3aHHBIE C OTPEKAEMOCTBIO (OTKAa30M OT COJEP’KUMOI0 JOKyMeHTa). JIuio, Ha KoTopoe
YKa3bIBACT MOJAIUCH HOJ JIOKYMEHTOM, MOXET 3asiBUTh O TOM, YTO JOKYMEHT ObLI U3MEHEH U HE
COOTBETCTBYET JOKYMEHTY, IOANMCAHHOMY JAHHBIM JIULOM.

3. Puckwu, cBA3aHHBIC C IOPUIAYECKON 3HAUMMOCTBHIO AJIEKTPOHHOHM moamucH. B ciydae cymebHOTO
pa3buparesbCcTBa O/1HA U3 CTOPOH MOXKET 3asBUTh O TOM, YTO JJOKYMEHT C JIEKTPOHHON MOANUCHIO



HE MOXET IOpOXKIaThb IOPUIMYECKH 3HAYMMBIX IIOCIEACTBUN MM CYUTATHCSA JOCTATOYHBIM
JI0Ka3aTeIbCTBOM B CYJIE.

4. Pucku, cBs3aHHBIE C HECOOTBETCTBMEM YCJIOBMM MCIOJNb30BAHUSA DJIEKTPOHHOM TMOIMHMCH
YCTAHOBJICHHOMY MOPSAKY. B ciydae MCHONB30BaHMS AJIEKTPOHHOM MOANKMCH B TOPSAKE, HE
COOTBETCTBYIOIIIEM TpEOOBaHMAM 3aKOHOJATENIbCTBA WIJIM COINIAIICHUH MEXIy YYacTHUKAMH
AJNIEKTPOHHOTO  B3aUMOJICHCTBHS, IOpUAMYECKas CHJIA TMOANMCAHHBIX B JAaHHOM ClIydae
JIOKYMEHTOB MOJKET OBITh ITOCTABJICHA M10J] COMHEHHE.

5. Pucku, cBs3aHHbIE C HECAHKIMOHMPOBAHHBIM JIOCTYNIOM (MCIOJb30BAaHHEM 3JIEKTPOHHON
noanucu  06e3 Bepoma  Bhajgenblia). B cioywae  kommpomeranun - kimoua Ol wnm
HECAaHKIIMOHUPOBAHHOTO JocTyna K cpeactBaM OIl MoxeT OBITh TOJIY4YeH JOKYMEHT,
MOPOXKAAIOIINN IOPUAUYECKH 3HAYMMBIE IOCIIECICTBHUS U HUCXOMAIIMK OT UMEHU I10Jb30BaTElIs,
KJTIF0Y KOTOPOTO OBbLIT CKOMIPOMETHPOBAH.

I[J'IH CHUKCHHA JAaHHBIX PHUCKOB HJIM UX n30eKaHUugI ITOMHUMO ONPCACIICHUS TOPSAAKa HUCIIOJIb30BAHUA
3J'I€KTpOHHOI\/JI noanvucu 1nIpu SJICKTPOHHOM B3aUMOCHUCTBUU npeaAyCMOTPCH KOMIIJICKC IIPAaBOBBIX H
OpTraHHU3allMOHHO-TCXHUYCCKUX MECP obecrneyeHus I/IH(I)OpMaLII/IOHHOfI 0e30MacHOCTH.

4. O01mue NPpUHIMIILI OPraHU3aUMU HH(POPMALMOHHOM 0e3onacHocTH B CHucTeMe

Kpunrorpadpuyeckast moacucrema CHCTEMBI ONHMpaeTcs HAa OTEUYECTBEHHOE 3aKOHOJATENHCTBO B
00J1aCTH JIEKTPOHHOM MOANUCH, HHPPACTPYKTYPbI OTKPBITHIX KIHOUEH 1 3aIIUThl HHPOPMALIMH, B TOM UYHUCIIE,
Ha geiictBytone 'OCT u pykoBomsamue noxkymMeHTl OChb n ®CTOK, a Takxke Ha MEXIyHApOIHBIN
crangapt X.509, ompenensromuil NpUHLUMIBI U MPOTOKOJBI, MCHOJIb3yeMble MPHU MOCTPOCHUHM CHUCTEM C
OTKPBITHIMU KJIFOUYaMHU.

HNudpacTpykTypa OTKPBITHIX KIIFOUEH — 3TO CHCTEMa, B KOTOPOM KaKIbIH TOJIb30BaTEIh UMEET Mapy
KIIIOYEH — 3aKpBITHIN (CEKPETHBIM) U OTKPHITHIA. [Ipy 3TOM MO 3aKpbITOMY KIHOYY MOYHO ITOCTPOUTH
COOTBETCTBYIOIIUA €MY OTKPBITHIM K04, a 0OpaTHOE MpeoOpa3oBaHUE HEOCYIIECTBUMO WU TpeOyer
OTPOMHBIX BpPEMEHHBIX 3arpar. Kaxnielii moibp3oBarens CHUCTEMbl IeHepUpyeT ceOe KIIIoueBylo mapy, H,
COXpaHsisi CBOM 3aKPBITHIA KJIIOY B CTPOTOM TailiHE, NEJaeT OTKPBITBHIA K04 00menocTynHbiM. C TOYKH
3peHHusT UHQPPACTPYKTYphl OTKPBITHIX KIIIOYeH, ImmdpoBaHHe NpeAcTaBiIsieT coboil mpeoOpa3oBaHue
COOOILIEHHUS, OCYILECTBISIEMOE C TIOMOIIBIO OTKPBITOTO KJIIO4Ya Tmojy4yaTtens uHpopMmanuu. Toiabko
MOJy4aTeslb, 3Has CBOM COOCTBEHHBIH 3aKpBITHIM KIIOY, CMOXKET MPOBECTH OOpaTHOE NpeoOpa3oBaHHE U
MPOYUTATh COOOIIEHUS, a OOJNbIIe HUKTO CHENaTh ITOr0 HE CMOXKET, B TOM UHCJIE€ — M CcaM OTIPaBUTEIb
mudporpaMmbl.  JJNEKTPOHHAsT TOANUCH B HH(PPACTPYKTYPE OTKPBITBIX KIIOUEH — 3TO mpeoOpa3oBaHue
COOOIIIEHHUS ¢ TOMOIIIBIO 3aKPBITOTO KITtoYa OTHpaButes. JI00oii enaromuit MoXKeT sl MPOBEPKH MOANUCH
MPOBECTU OOpaTHOE MmpeoOpa3oBaHKe, MPUMEHHUB OOIIETOCTYITHBIM OTKPBITHIN K04 (K04 mpoBepku DII)
aBTOpa JOKYMEHTa, HO HUKTO HE CMOKET UMUTUPOBATh TaKOW JOKYMEHT, HE 3Hasl 3aKpBITOro Kitoya (Kiroda
OIl) aBTOpa.

OOs3aTenbHBIM ~ YYaCTHHKOM  JIIOOOH  MH(PACTPYKTyphl ~ OTKPBITBIX  KIIIOYEH  SIBJISETCS
VYI0CTOBEpSIONIMIA LIEHTP, BBIMOJHAIOUIMA (QYHKIMM LIEHTpa JOBEPHs BCEH CHCTEMBI JOKYMEHTO00OpOTa.
[Tpu sToM Y1ocTOBEpSIFOLIMIA LIEHTP 00ECIEYBAET BBIIIOJHEHHUE CIEAYIOIINX OCHOBHBIX (DYHKIMIA:

® BBINYCKACT CePTU(HUKATHI KITFOUEH MPOBEPKH IJICKTPOHHBIX MOANKCEN U BBIIACT UX MOJIH30BATEIISIM;

® BBIJACT MOJIb30BATENIAM CPEJCTBA JIEKTPOHHOM MOAMUCH;

® Co3macT MO OOpAmEHUSM 3asBHTEICH KIIFOUM DSJCKTPOHHBIX TONNMHCEH W KIIOYH IPOBEPKH
ANIEKTPOHHBIX MOJIUCEH;



® qmony4yaeT U oOpabaTbiBaeT COOOIIEHHUS O KOMIIPOMETALWHU KIIOUEH; aHHYIHPYeT BBIIAHHBIE ITUM
YIOCTOBEPSIIOIIUM LIEHTPOM CepTU(UKATHI KIIIOUEH MPOBEPKH 3JIEKTPOHHBIX MOIMHCEH, JoBepue K
KOTOPBIM yTPAUY€HO;

® BeIeT pPeecTp BBIIAHHBIX W AHHYIUPOBAHHBIX AITHM YIOCTOBEPSIIOIIMM IIEHTPOM CEpTU(UKATOB
KIIIOYEeH TMPOBEPKH HIIEKTPOHHBIX TOANHUCENH (lanee - peecTp CepTUPHUKATOB), B TOM YHCIE
BKIIIOYAIOIINIA B ce0st MH(OpMALIHIO, COAEPKAIIYIOCS B BBIIAHHBIX 3TUM YAOCTOBEPSIONIUM LIEHTPOM
ceprudukarax Kiro4ded MpOBEPKHU MIEKTPOHHBIX MOJMKMCEH, 1 MHGOPMAIUIO O JlaTaX MpeKpalleHus
JNEHCTBUS WIM aHHYIUPOBAaHUS CEPTH(PHUKATOB KIIOYEW MPOBEPKH DIEKTPOHHBIX MOIAMUCEH U 00
OCHOBAHHUSAX TAaKHUX MPEKpAIlleHUs] UM aHHYJIUPOBAHUS U 00eCieunBaeT JOCTYI JIMI K UH(pOpMALIUH,
CoJIeprKalllelcsi B peecTpe CepTH(PHKATOB;

® MpoBepseT YHUKAIBHOCTH KIIIOUEH MPOBEPKH JIEKTPOHHBIX MOAINKCEN B peecTpe cepTu(UKaTOB;

®  OCYILIECTBISET MO 0OpalleHUsIM YYaCTHUKOB 3JIEKTPOHHOTO B3aUMOJIEHCTBUSI MPOBEPKY AIEKTPOHHBIX
MOAIHCEN;

® ompeensieT MopsioK pazdopa KOH(DIMKTHBIX CUTYaIMil M J0Ka3aTelbCTBa aBTOPCTBA AJIEKTPOHHOTO
JIOKyMEHTA.

CBOI0O  AEATENBHOCTh  YJIOCTOBEPSIIOLIUI ILIEHTP OCYIIECTBISIET B CTPOIOM COOTBETCTBUU C
3aKOHOZATENbCTBOM, COOCTBEHHBIM PEIJIAMEHTOM M COMJIAIICHUSAMHM MEXIY YYaCTHHKAMH 3JIEKTPOHHOTO
B3aMMOJelcTBUA. braromaps coOmoaeHnI0 HEOOXOMUMBIX TPEOOBAHUI HCKITIOYAIOTCSI PUCKH, CBS3aHHBIE C
OPUINYECKON 3HAUMMOCTBIO JIOKYMEHTOB, MOANHMCAHHBIX 3JIEKTPOHHOM MOANMCHIO, U CHUKAIOTCS PUCKHU
HECOOTBETCTBUS YCIOBHM UCIIOJIb30BaHUS JIEKTPOHHOM MOANNCH YCTaHOBIEHHOMY HOPSIKY.

Ceptudukar ximroua npoepku DI 3aBepsieTcsl NMEKTPOHHON MOAMUCHI0 YIOCTOBEPSIONIETO IIEHTpa U
MOATBEP)KAaeT (PaKT BIAJACHUS TOTO WJIM MHOTO YYaCTHHKA JOKYMEHTOOOOPOTa TEM WM WHBIM KIFOYOM
npoBepku DIl u cooTBeTcTBYyRONMM eMy kimrodoMm OIl. brnaromaps ceprudukaram, moab3oBareau CUCTEMBI
MOTYT OIIO3HaBaTh ApPYr Jpyra, a, KpoOMe€ TOro, IMPOBEPATh NPUHAMIEKHOCTb DSIEKTPOHHOW MOANHUCU
KOHKPETHOMY TIOJIb30BATENI0 U ILIETOCTHOCTh (HEM3MEHHOCTh) COJEpaHHs IMOAMUCAHHOTO 3JIEKTPOHHOTO
JokyMeHTa. TakuM 00pa3oM HCKIIIOYAIOTCSI PHUCKH, CBSI3aHHBIE C TOATBEPXKACHUEM MOJUIMHHOCTH
MOJIB30BATENSl U OTKa30M OT COJIEP)KMMOT0 JOKYMEHTA.

[TpeoOpaszoBanusi COOOIIEHUIT C WMCIOIH30BAHHEM KIFOYEH JOCTATOYHO CIOKHBI U TMPOHU3BOISATCS C
MOMOIIBIO CIIEIMATBHBIX CPEACTB 3JIeKTpoHHOU noanucu. B Cucreme mis atux uener ucnonb3yercss CK3U,
uMeroIee cepTu(UKaT COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHMSIM KaK CPEACTBO AJICKTPOHHOU MOJIHUCH.
Hannoe CK3U — 3To mporpaMMHOE 0OecTieueHrne, KOTOPOE peliaeT OCHOBHBIC 3a7au 3aIIUThl HH(OPMAIIHH,
a UMEHHO:

e ofecneueHne KOHQOUACHUUMAIBHOCTH  WHPOpPMAaUUMU —  MUPpOBaHME IS 3AIIUTHL  OT
HECAHKIIMOHUPOBAHHOTO JIOCTYNa BCEX JJICKTPOHHBIX JIOKYyMEHTOB, KOTOpbIE OOpamarTcs B
Cucrewme;

® [IOATBEPXKJIEHUE aBTOPCTBA JOKyMeHTa — npumeHeHue D11, koTopasi cTaBUTCsI Ha BCE BOSHUKAIOIINE B
Cucrteme >JEKTPOHHBIE JOKYMEHTBI; BIIOCIEICTBUM OHAa IIO3BOJSIET peIlaTh Ha 3aKOHOAATEIbHO
3aKpeIuIeHHON OCHOBE JI00bIe CIIOPHI B OTHOIIEHWH aBTOPCTBA JOKYMEHTA,

e obecrieueHne HeoTpekaeMocTu — mnpuMeHeHue Ol u oOs3aTenbHOE COXpaHEHHE IEpPeIaBaEMBbIX
JIOKYMEHTOB Ha cepBepe CHCTEMBbI y OTIIPaBUTENS U MOIydaress; MOJMUCaHHBIA TOKYMEHT 00Janaer
IOPUJIMYECKOM CHJIOW C MOMEHTa MOJNMCAHUS: HU €ro cojaep’kKaHue, HU caM (DakT CyIIECTBOBAHUS
JIOKYMEHTa HEe MOT'YT ObITh OCITIOPEHBI HUKEM, BKJIFOYas aBTOPa JIOKYMEHTa;

e o0ecrieueHHe IEIOCTHOCTH JOKyMeHTa — npumeHeHne D1, koTopas coaepkuT B cede XdII-3HaueHHe
(YCTO’)KHEHHBIN aHAJIOT KOHTPOJIBHON CYMMBI) MOAMUCHIBAEMOTO TOKYMEHTA; MPHU MOIBITKE U3MEHUTH
XOTsI OBl OJIMH CUMBOJ B JJOKYMEHTE MJIM B €T0 MOJIMKCH IMOCJE TOro, KaK JOKYMEHT OBbLI MOAINKUCAH,
Oyznet HapymieHa Ol1, 9yro OyneT HeMeUIEHHO JHarHOCTUPOBAHO;



¢ ayTeHTU(UKAIMI YYaCTHUKOB B3aUMOAEHCTBH B CHCTEMe — KaX/IbIi pa3 Mpu Havaje ceaHca paboTbl
cepep CucTeMbl U MOJIb30BATENb NPEAbSBIAIOT IPYT APYTy CBOU cCepTU(UKATHI U, TAKUM 00pa3oM,
n30€eraloT OMacHOCTU BCTYNHUTh B MH(OPMALMOHHBIA OOMEH C aHOHMMHBIM JIMIIOM WA C JHUIIOM,
BBIJIAIONUM ce0s 3a APyToro.

VYpoBeHb 3anuieHHOCTH CHCTEMBl B 1I€JIOM PaBHSETCS YPOBHIO 3aLUIEHHOCTH B €€ CaMOM Cil1aboM
mecte. IlodTOoMy, ydHTHIBasgs TO, YTO CHCTEMa OOECHEUYMBACT BBICOKMH YpOBEHb HH(POPMALMOHHON
0€30IaCHOCTH Ha IMyTH CJIEJOBAaHMs JIEKTPOHHBIX JOKYMEHTOB MEXIY YYaCTHHKAaMHU JOKYMEHTO00OpPOTa,
JUIS CHIDKEHHS WM U30€XaHHsS PHCKOB HEOOXOAMMO TakK K€ TIIATEIbHO COOJIONATh Mephl 0E€30MacHOCTH
HEMOCPEJCTBEHHO Ha pabouuX MecTax MOJIb30BaTeleH.

B cnenyromem pasmene comepxkarcs TpeOOBaHHMS W PEKOMEHIAIMM 10 OCHOBHBEIM — Mepam
nH(}OpPMAITMOHHON 0€30MacCHOCTH Ha pabovyeM MeCTe MOJIb30BaTesl.

5. TpeGoBaHNsl M peKOMEHIAUM 10 0OecreYeHN 0 NH(popMAINOHHOM
0e30macHOCTH HA padoyeM MecTe MOJIb30BaTe/Is

Pabouee Mecto momb3oBarenss Cucremsl ucnonb3dyer CK3M nmns obecredeHus LEIOCTHOCTH,
KOH(UACHIUAIBHOCTH M TOATBEPXKIEHUS aBTOpCTBAa MH(OpMaIUM, nepenaBaeMoil B pamkax CHCTEMBI.
[Topsimox  obecrieueHust MHPOPMAMOHHOW Oe3omacHocTH mpu  pabote B Cucreme ompenenseTcs
PYKOBOJIMTENIEM OpraHu3aluM, nojkiovaromieics kK CucremMe, Ha OCHOBE pPEKOMEHAAUMWA IO
OpPraHU3al[MOHHO-TEXHUYECKUM MEpaM 3allUThl, W3JIO)KEHHBIM B JAHHOM pas3jieNe, 3KCILTyaTallMOHHOMN
nokymeHTanuu Ha CK3M, a Taxke IEHCTBYIOIIETO POCCHMCKOTO 3aKOHOAATEIhCTBA B OOJIACTH 3aIUTHI
UH(POpPMALIUH.

5.1 Ilepconaxa
JlomkeH ObITh ONpeesIeH U YTBEPKACH CIHUCOK JIUL], UMEIOIIUX JOCTYII K KIHOUEBOW HHPOPMAITUH.

K pa6ote Ha APM c ycranoBnennbiMm CK3U nomyckaroTcsi TOIBKO OMpeieICHHBIC IS SKCIUTyaTaliu
JIMLA, TPOLIEAIINE COOTBETCTBYIOLIYIO ITOATOTOBKY M O3HAKOMIIEHHBIE C IOJb30BAaTEIbCKOW JOKYMEHTAUEH
Ha CK3MH, a takxe IpyruMu HOPMATUBHBIMU JOKYMEHTAMHU IO UCIIOJIb30BAHUIO 3JIEKTPOHHOU MOIUCH.

K ycraHoBke 0OIIECHCTEMHOIO M CHENMAIBLHOTO MporpammHoro obecmeueHws, a Takxke CK3U,
JIOTTYCKAIOTCS IOBEPEHHBIE JIUIIA, TIPOIIEANINE COOTBETCTBYIONIYIO MOATOTOBKY U M3YUYHBIITHE JOKYMEHTAIIUIO
Ha cootBercTBytollee [10 n na CK3U.

Pekomenayercs HazHauenwe B opraHuzauuu, okcmiyarupyromieit CK3U, aamunucTparopa
0€30MacHOCTH, Ha KOTOPOrO BO3JIArarOTCs 3aJayd oOpraHu3anuu pabor mno wucnonb3zoBanuo CK3U,
BBIPA0OTKH COOTBETCTBYIONIMX HWHCTPYKIMH JUIsi TIOJMB30BaTelei, a TakkKe KOHTPOIIO 3a COONIOICHHEM
TpeOboBaHU 110 OE€30MTaCHOCTH.

JloJDKHOCTHBIE MHCTPYKLIMHU Tojb3oBateneii APM u aaMmuHucTpatopa 0€30MaCHOCTH JIOJKHBI
YUUTHIBaTh TpeOoBaHUs HacTosIuX [IpaBui.

B cnyuyae yBosbHEHMs WM NIEpPEBOJA B APYyroe mnoapaszeneHue (Ha Ipyryro JOKHOCTh), U3MEHEHUS
(YHKIMOHANIBHBIX O0A3aHHOCTEN COTPYOHMKA, HMEBLIET0 JOCTyn K KiIoueBbIM Hocutensm (OII u
mudpoBaHus), JOJKHA OBITH IPOBEAECHA CMEHA KITIOYEH, K KOTOPbIM OH UMeJ JOCTYII.

5.2 Pazmemenue texunueckux cpeacrs APM c ycranoBiaennsim CK3U

JloJKHO OBITh MCKIIFOYEHO OECKOHTPOJIbHOE MPOHUKHOBEHHE U IpeOblBaHUE B TOMELIEHHSX, B
KOTOpBIX pa3MeIlalTcsi TeXHu4Yeckue cpeactsa APM, moCTOPOHHUX JIUIL, 110 POy CBOEH AESITEIbHOCTH HE



SABJIAIOMUXCA TICPCOHAJIOM, JOIMYHICHHBIM K pa60Te B YKa3aHHBIX IMOMCHICHUSAX. B cjIydac HGO6XO,Z[I/IMOCTI/I
MPUCYTCTBUA TAKUX JIMI B YKa3aHHBIX IMMOMCIICHUAX OOJIKCH OBITE OOecIieUeH KOHTPOJIb 3a UX }IeﬁCTBHHMH.

Pekomennyercs ucnons3oBate APM ¢ CK3U B 01HONONB30BAaTENbCKOM peEXUME. B oTnenbHBIX
CITyJasix, IpU HEOOXOJMMOCTH UCTOIh30BaHMsI APM HECKONbKMMH JMIIAMH, TH JUIA JTOJDKHBI 00JIa1aTh
paBHBIMHU MTpaBaMH JOCTyIa K HHGOPMAITIH.

He nomyckaercss ocrtaBisaTh 0e3 KOHTpoiii APM mpu BKIIOYEHHOM IMHTAHUW W 3arpyKCHHOM
nporpammHoM obecrieueHnun CK3U mocie BBoga kitodeBoi mHpopManuu. [Ipyu yxome momb3oBaTens C
paboyero mMecra JOIDKHO HCIIOIB30BATHCS aBTOMATUYECKOE BKIIIOUEHHE HKPAHHOW 3aCTAaBKH, 3alIMICHHOM
naposiieM. B OoTIenbHBIX cioyyasx NP HEBO3MOXKHOCTH HCIOJIb30BAHMS MApPOJILHOW 3alUTHI, AOMYCKAeTCS
s3arpyska OC ©0e3 3ampoca mapois, MNP OSTOM JOJDKHBI OBITH PEallM30BaHbl  JOIMOJHUTEIBHBIE
OpraHU3aMOHHO-PEKUMHBIE MEPbI, HCKITIOYAOIINE HECAHKIIMOHUPOBAaHHBIN A0CTyN K APM.

Pexomenayercsa mpeayCMOTpETb MeEpbl, HCKIIOUYAKOIIME BO3MOXKHOCTh HECAHKLIMOHUPOBAHHOIO
M3MeHeHus anmnapaTHoi yactu APM, Hampumep, oredyatsiBaHue CUCTEMHOT0 0610ka APM agmunmcTpaTopom.
Takxe BO3MOKHO B 3THX LENAX MPUMEHEHHE CIEIHATIbHBIX CPEACTB 3alUThl HHPOPMAILUH - arapaTHBIX
MOJYJI€l JOBEPEHHOM 3arpy3KHu.

PexomeHayeTcst MpHUHATH Mepbl MO MCKIIOYEHHIO BXOXKICHHMSA JIML, HE OTBETCTBEHHBIX 32
apmuHucTpupoBanne APM, B pexum koHpurypupoBanus BIOS (Hampumep, ¢ UCTIONb30BaHHEM MTaPOIBHOM
3aIIUTHI).

Pexomenayercs onpenenuts B BIOS  ycTaHOBKHM, HCKIIOHAIOMIUE BO3MOXKHOCTH — 3arpy3Ku
ONEPALMOHHON CUCTEMBI, OTIMYHOW OT YCTAHOBJIICHHOW Ha >KECTKOM JHMCKE: OTKIIIOYAeTCS BO3MOXKHOCTH
3arpy3ku ¢ rubkoro aucka, mpuBoga CD-ROM, uckiodarotcest mpoyne HecTanaapTHble Buabl 3arpy3ku OC,
BKJIFOYAsl CETEBYIO 3arpys3Ky.

CpenctBamu BIOS nomkna ObITh MCKITIOUEHA BO3MOXKHOCTH paboTsl Ha [I9BM, eciu Bo Bpemst ero
Ha4YaJIbHOM 3arpy3Ky HE IPOXOAAT BCTPOEHHBIE TECTHI.

5.3 ¥YcranoBka nporpaMMHOro ooecnedyenusi Ha APM

Ha rtexnmueckux cpenactBax APM c¢ ycranoBnenHbiM CK3U HeoOXoauMO HCHOIB30BaTh TOJBKO
JIMIICH3MOHHOC HpOFpaMMHOC O6€CH€‘-ICHI/I€ (I)HpM-PIIBI‘OTOBPITGJIGfI, HOHy‘IGHHOG n3 I[OBepeHHbIX HNCTOYHHKOB.

Ha APM gpomxHa OBITH yCTaHOBJIEHA TOJBKO OJHA ONEparoHHas cucrtema. [Ipu sTomM He
JIOIIYCKAETCS MCIIOJIb30BATh HECTAaHAAPTHBIE, W3MEHCHHBIC WIM OTIAJ0YHBIE BEPCUM OINEPALIMOHHOU
CHCTEMBI.

He nmomyckaetcst yctaHoBka Ha APM cpenctB pa3paboTKu M OTIAJIKH IMPOTrPAMMHOTO 00eCIIeUeHUsI.
Ecnu cpencra oTinaiku MPHIOKEHUH HEOOXOMUMBI JJII TEXHOJOTHIECKUX MOTPEOHOCTEH MOIh30BATEINS, TO
WX HMCIOJB30BaHHUE JIOJDKHO OBITH CAHKIIMOHHUPOBAHO aJMUHUCTPATOpPOM Oe30macHOCTH. B mro0oM ciydae
3amnpelaeTcs UCIoiIb30BaTh 3TU CPEACTBA IS IPOCMOTPA M PEAAKTUPOBAHUS KOJa U MaMSITH MPUIIOKEHUH,
ucnionp3yrommx CK3U. HeoOxoguMmo HCKIIOYHTH TMOMAJaHWe B CHUCTEMY CPEICTB, IO3BOJISIONINX
OCYILECTBJIATh HECAHKITMOHUPOBAHHBIN JOCTYI K CHCTEMHBIM pecypcam, a Tak:Ke Mporpamm, MO3BOJISIFOITUX,
nmoJib3ysich omubkamu OC, momydyaTh NPUBWICTHH aJMUHUCTPATOPA.

P CKOMCHAYCTCSA OI'paHUYUTL BO3MOXHOCTU IIOJIb30BATCJId 3aIllyCKOM TOJIBKO TEX HpHHO)I(CHHﬁ,
KOTOPBIE pa3penieHbl aIMHHUCTPATOPOM O€30MacHOCTH.

PGKOMeHﬂyCTCH YCTAaHOBUTH U UCIIOJIL30BATH Ha APM AHTUBUPYCHOC IIPOTPAMMHOC obOecrieucHue.

HeoOxomuMo  perymsipHO OTCJIEXHBaTh W YCTaHABIMBATHh OOHOBIEHHS O€30MacCHOCTH s
nporpammHuoro ooecriedeHust APM (Service Packs, Hot fix u T.i1.), 0OOHOBJISATE aHTUBHPYCHBIEC 0a3bI.



5.4 Hacrpoiika onepannoHHoii cucrembl APM

AI[MI/IHI/ICTpaTop 0€30I1acHOCTH JOJDKCH CKOH(I)I/IprI/IpOBaTB OIICPpallMOHHYIO CHUCTCMY, B CpCIAC

KoTOpoil TutaHupyercss ucnonb3oBate CK3U, m ocymecTBiasTh NEPUOAMYECKHH KOHTPOJb CIEJIaHHBIX
HACTPOEK B COOTBETCTBUU CO CIIEIYIOIUMHI TPEOOBAHUAMHU:

npaBom yctaHoBku u Hactporku OC um CK3U momxeH o0nanate TOJBKO aJIMHHHCTPATOP
0€30acHOCTH.

BCEM I0JIb30BATENSIM U IpyMIaM, 3aperucTpupoBanibiM B OC, He00X0AMMO Ha3HAYUTH MUHUMAJIBHO
BO3MO)KHBIE JIJI1 HOPMaJIbHOM paboThI Mpasa.

VY rpynnsl Everyone nomkHbI ObITh yaJI€HbI BCE IPUBUIIETHH.

PexomeHyeTcsi MCKIIOYUTh MCIIOAb30BaHHWE PpEXHMMa aBTOMAaTHUECKOrO BXOJa IOJb30BaTeNs B
OIEPALlMOHHYIO CUCTEMY IIPU €€ 3arpy3Ke.

PEKOMEHyeTCsl IEpenMEHOBaTh CTaHIapPTHYIO yUeTHYIO 3anuch Administrator.

JlomkHa OBITH OTKIIIOUEHA yYeTHas 3alKch Ui TocTeBoro Bxona Guest.

UCKJTIOYMTH BO3MOXKHOCTD YAAJICHHOTO YIPaBICHHS, aAMUHUCTpHpoBanus 1 Mogudukanuu OC u eé
HACTpPOEK, CUCTEMHOI'0 peecTpa, JUlsl BCeX, BKiItodas rpymnmny Administrators.

BCE€ HEHUCIOJIb3YEMbIE PECYPChI CUCTEMbI HEOOXOJUMO OTKJIFOUUTH (TIIPOTOKOJIbI, CEPBHUCHI U T.I1.).
JIOJDKHO OBITH MCKIIIOYEHO WJIM OTPAaHMYEHO C Y4YETOM BBIOpAaHHON B OpraHM3alld TOJIUTUKU
0€30macHOCTH HCIIONIb30BaHUE TMONIb30BaTessiMu cepBuca Scheduler (rumanmpoBmuk 3axav). [lpwm
UCTIOJIb30BaHUM JaHHOTO CEpBUCA COCTaB 3allyCKaeMOro IporpaMmHoro otecneuenus Ha APM
COIJIaCOBBIBAETCS C aJIMUHUCTPATOPOM OE30MACHOCTH.

PEKOMEHYEeTCsl OPraHU30BaTh 3aTHpaHHE BPEMEHHBIX (aiijioB M (ailyioB MOAKAYKH, (POPMUPYEMBIX
win Monudunupyembix B mpouecce paborel CK3U. Ecinm 310 HeBbImomHumo, To OC nomkHa
HCIIOJIb30BaThCs B OJIHOIMOJIB30BATEIBCKOM PEXXUME U Ha JKECTKUN JAMCK JIOJKHBI PACIIPOCTPAHATHCS
TpeOOBaHUs, IPEIbSIBIAEMbIE K KITIOUEBBIM HOCUTEISIM;

JlomkHBI OBITH YCTAHOBJIEHBI OIPAaHMYEHMs] Ha JIOCTYI MOJb30BaTelel K CUCTEMHOMY pEecTpy B
COOTBETCTBUM C IPUHATON B OpraHM3allMy NOJIUTUKON OE€30IIaCHOCTH, YTO peasln3yeTcsl Ipy MOMOIIN
ACL wiu yctaHoBKoOM IpaB foctyna npu Hanuuue NTFS.

Ha Bce nupexropun, conepxaiine cucreMusie ¢aitibl Windows u nporpammsl u3 komruiekta CK3U,
JIOJDKHBI OBITh YCTaHOBJIEHBI IpaBa JIOCTYIA, 3alPELIAlONIUe 3alHuCh BCEM IOJIb30BaTENIsAM, KpoMe
Anmunnctpatopa (Administrator), Co3natens/Bnanensia (Creator/Owner) u Cucremsl (System).
JlomkHa OBITh UCKITIOYEHA BO3MOXKHOCTD CO3/IaHUS aBAPUIHOTO JaMIia OlepaTUuBHON MaMsITH, TaK Kak
OH MOXET COZAEPKaTh KPUNTOTpapUUECKU ONMACHYI0 HHPOPMAIHIO.

Pexomennayercs oOecrieunTh BeneHue >xypHanoB aymuta B OC, mpu 5TOM OHa JOJKHA OBITH
HACTPOEHA Ha 3aBeplleHHE PadOThl IPU NEPEIOTHEHUH KYPHAJIOB.

PexoMenayeTcss MpOM3BECTH HACTPOWKY IapaMeTpOB CHCTEMHOIO peecTpa B COOTBETCTBUU C
AKCIUTyaTallMOHHOM TokyMeHTanue Ha CK3M.

P CKOMCHAYCTCA pa3pa60TaTb U NIPUMCHUTDH IMMOJUTHUKY HAa3HAYCHUA U CMCHBI naponeﬁ (,Z[J'I}I BXOJa B

OC, BIOS, npu mmdpoBanur Ha mapoje U T.J.), UCHOJb30BaTh (DUIBTPHI MAPOJIEH B COOTBETCTBUHU CO
CJEAYIOLIMMHU MPAaBUIIAMU:

JUTMHA TIApOoJIs TOJHKHA OBITh HE MEHEe 6 CMBOJIOB;

B YHCJIC CHMBOJIOB ITapOJisi 00s3aTEeIBHO JOJDKHBI MPHCYTCTBOBATH OYKBBI B BEPXHEM W HIDKHEM
peructpax, udpsI U crieluaibHbie CUMBOIEI (@, #, $, &, *, %o u T .);

napoJib He JOJDKEH BKIIIOYaTh B ce€0s JIETKO BBIUKCIISIEMbIE COUYETAHUSI CUMBOJIOB (MMEHA, (haMuiInu U
T. 11.), a Takke oomenpunsateie cokpamenus (USER, ADMIN, ALEX u 1. 1.);



® [Ipy CMEHE Mapojs HOBOE 3HAUEHHUE JODKHO OTIMYAThCS OT MPEAbLAYLIEr0 HE MEHee 4eM B 4-X
MO3ULUSX;

® JIMYHBIN MapoJIb [10JIb30BATENb HE UMEET IIPaBa COOOIIATh HUKOMY;

® He JIONYCKAaeTCs XPaHWUTh 3allMCaHHbIE NTAPOJIM B JIETKOAOCTYIIHBIX MECTAX;

® [EPUOJUYHOCTH CMEHBI MApoJisi OMPEACISIeTCs MPUHATON MOJUTHKOM 0e30MacHOCTH, HO HE JOJDKHA
IpEeBBILIATh 6 MECSIIEB.

¢ VYkazaHHas MMOJUTHKA 00s3aTeIbHA JJIsl BCEX YUETHBIX 3amuce, 3apeructpupoBanubix B OC.

5.5 V¥YcranoBka u HacTpoiika CK3U

VYcranoBka u Hactpoiika CK3M ma APM nomkHa BBINOJIHATECSA B HMPUCYTCTBUU aJIMHHUCTPATOPA,
OTBETCTBEHHOTO 32 paboTrocriocooHocts APM.

Ycranopka CK3M ma APM nombKHa TpPOW3BOIUTHCSA TOJNBKO C JUCTPUOYTHBA, IMOJTYYEHHOTO IO
JIOBEPEHHOMY KaHaly.

VYceranoBka CK3U u mnepBuuyHas WHUIMAIW3alLMS KIIOYEBOM HMH(OpPMALUMK OCYHIECTBISETCS B
COOTBETCTBUHU C JKCIUTyaTallMOHHOW JokymeHTanue Ha CK3U.

IIpu ycranoBke II0 CK3UM nHa APM pomkeH ObITh oOecrneueH KOHTPOJb ILEIOCTHOCTH U
JnocTtoBepHOCTh nucTpudyruBa CK3U.

Pekomennyercs mnepex ycraHoBKkoW mnpousBecTd IpoBepky OC Ha OTCYTCTBHUE BPEJOHOCHBIX
IPOTrpaMM C MOMOIIbIO aHTUBUPYCHBIX CPEJICTB.

ITo 3aBCPUICHUU MHULUAIN3AalIUU OCYHICCTBIIAIOTCAH HaCTPOfIKa " KOHTPOJIb pa6OTOCHOCO6HOCTI/I I10.

3anpemaercss BHOCHTb Kakue-TMOO UW3MEHEHUs, HE MPEeAyCMOTPEHHbIE SKCIUTyaTallMOHHOM
JOKyMEHTaIuei, B nporpaMmmHoe obecnieuenne CK3U.

5.6 Iloaxkawuyenue APM Kk ceTsiM 00111ero nmoJjib30BaHuA

[Tpu ucnonszoBanuu CK3U Ha APM, noaxiroueHHbIX K CETSIM OOIIEro Mojb30BaHUs, JOJKHbBI ObITh
IPEIIPUHATHI JONOJHUTENbHBIE MEphI, HCKIIIOYAIOIINE BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTyHa K
CHUCTEMHBIM pecypcaM HCIIOJIb3YEMbIX OINEPALMOHHBIX CHCTEM, K IPOrPaMMHOMY OO€ECICUeHHIO, B
okpyxeHuu koroporo pyHkunonupyror CK3U, u k xomnonentam CK3U co cTopoHbl yka3aHHbIX ceTeid. B
KayeCTBE TAaKOM Mepbl PEKOMEHIYETCS YCTaHOBKa M HcHoJb30BaHue Ha APM cpeacts mexcereBoro
sKpaHupoBaHusl. [10mKeH ObITh 3aKPBIT JOCTYI KO BCEM HEHUCIIONIb3YEMbIM CETEBBIM [TOPTaM.

B cnyuae nogkmroueHust APM ¢ ycranoBneHHbIM CK3U k 00111€10CTYITHBIM CETSIM TIEpeiaun TaHHBIX
HEOOXOMO OTPAHWYUThL BO3MOXHOCTH OTKDBITHSI W HCIOJNHEHUS (AHIoB W CKPUNTOBBIX OOBEKTOB
(JavaScript, VBScript, ActiveX u T.J.), MOJTYyYEHHBIX M3 CETEH OOIIETr0 MOJb30BaHMs, O€3 MPOBEICHUS
COOTBETCTBYIOIIIUX MPOBEPOK HAa TPEAMET COJCPXKAHUS B HUX IMPOTPAMMHBIX 3aKIIAJIOK U BPEIOHOCHBIX
porpamm.

5.7 OOpameHue ¢ KJI0YeBbIMUA HOCUTEISIMU

B opranuszanuu 10mKkeH ObITh ONpeNeNieH U YTBEPXKIEH MOPSAA0K yUeTa, XpaHeHHs U UCIIOJIb30BaHUs
HocHTeNel Kimo4yeBoil mHpopmanmu ¢ kimodamu Ol u mmdpoBaHus, KOTOPBIA JODKEH HMCKIIOYATh
BO3MOYKHOCTb HECAHKIIMOHUPOBAHHOI'O JOCTYIa K HUM.

Jnst XpaHeHUs KIIOYEBBIX HOCUTEIEH B TOMEIICHUSX JOJDKHBI YCTaHABIMBATHCS HAAC)KHbBIC
MeTainyeckue XxpaHuiumia (cerdol), 000pyI0BaHHbBIE HAJC)KHBIMH 3aHPAIOIIUMHU YCTPOHCTBAMHU.

3anpemaercs:



e CHuMaTh HECAHKIIMOHHUPOBAHHBIEC aJIMUHICTPATOPOM OE30IaCHOCTH KOITUH C KITFOUEBBIX HOCUTEIICH.

® 3HAKOMUThH C COACPKAHMEM KIIFOUEBBIX HOCHUTENIEW WM MEpelaBaTh KIIOYEBBIE HOCUTENH JIMLAM, K
HUM HE JONYIIEHHBbIM, a TaK)K€ BBIBOJUTH KIIOUEBYIO MH(pOpManuio Ha gucmiei (Monurop) APM
WIH NIPUHTEP.

e VYcraHaBiIMBaTh KJIIOYEBOM HOCUTENb B cuuThiBawoniee yctpoiictBo [I9BM APM B pexumax, He
HPEIYCMOTPEHHBIX (YHKIIMOHUPOBAHUEM CHCTEMBbI, a TaKXKe€ YCTAaHABIMBaThb HOCHUTEIb B JIpyrue
[19BM.

¢ 3anuceiBaTh Ha KJIIOYEBON HOCUTEIH IOCTOPOHHIOK MH(OPMALIHIO.

e lcnonb3oBaTh ObIBIIME B paboTe KIIIOYEBbIE HOCUTENH JJIs 3allUCH HOBOW HHpopMmanuu 0e3
NpeIBapUTEIHLHOTO YHHUTOKEHHUS Ha HUX KiItoueBoi nHpopMmarmu cpeacrsamu CK3U.

5.8 OOpaumenue ¢ Ki104YeBoH HHpopMmanuei
Brnanenen ceprudukara xiroya nmposepku JI1 o0s3aH:

e XpaHuTh B TaiiHe K04 D11 (3aKpbIThIN KiIHOY).

¢ He ucnonb3oBarh 11 3JIEKTPOHHON MOANMUCH M MIM(POBAHUS KIIIOUH, €CIM €My U3BECTHO, YTO 3TH
KJIIOYH UCIIOJIBb3YIOTCS WJIN UCIOJIb30BAJINCH PAHEE.

e HewmemrenHo TpeboBaTh NPHOCTAHOBICHUS IeHCTBHA cepTudukara kimroua mnpoBepku Ol mpum
HaJU4YUM OCHOBAHMM TOJIaraTh, 4To TaiHa Kimrova DIl (3akphITOro Kito4a) HapylieHa (Tpou3omuia
KOMITpOMETAIUs KIIH04a).

¢ OOGHOBIATH cepTHPHUKAT KiIto4ya IpoBepkH DI B COOTBETCTBUM C YCTAHOBIEHHBIM PEITIAMEHTOM.

5.9 VYuer u KOHTPOJIb

HetictBusi, cBs3anHble ¢ dKkcruryaTanuein CK3U, nomkabl hukcupoBaTthes B «KypHane monbp30BaTess
CETH», KOTOPBIN BEJET JIMLI0, OTBETCTBEHHOE 3a obecredeHne nHpopMalnoHHOHN Oe3onacHoct Ha APM. B
KYpHaJ1 KpOME€ »HTOro 3alUChIBAIOTCA (DAKThl KOMIPOMETAI[MM KJIOYEBBIX JIOKYMEHTOB, HEIITATHbIE
CUTYaIH, IPOUCXOSINE B CUCTEME U CBs3aHHBIE ¢ ucrnonb3oBaHueM CK3U, npoBenenue periiaMeHTHBIX
paloT, JaHHbIE O MOJYYEHHBIX y aJMHUHHCTparopa O€30HMacHOCTH OpraHM3allld KIIOYEBBIX HOCHUTEISX,
HEIITaTHBIX CUTyalMsx, npousomeamux Ha APM, c¢ ycranosnennsiM 110 CK3MU.

B xypHasie MOeT oTpaxkaTbCsl cieaytolias HHPpopMalus:

® J1aTa, Bpems;

®  3aMKCh O KOMIIPOMETAIMH KIIH0Ya;

® 3anKch 00 U3TOTOBJICHUH JIMYHOTO KIFOYEBOTO HOCUTEISI TTOJIb30BATENS, HACHTU(DUKATOP HOCUTETIS;

® 3amuch 00 M3TOTOBJICHWW KOMWN JIMYHOTO KITFOYEBOTO HOCHUTENS TIOJIb30BATEINS, HICHTH(UKATOP
HOCHTEIIS;

® 3amKch 00 M3TOTOBIICHUHU PE3EPBHOTO KITFOUEBOTO HOCUTENS MOIB30BaTENs, HICHTU(DUKATOP HOCUTEINS

® 3anKch O MOJyYEHUHU cepTU(UKaTa Kitoya mpoBepku OIl, MONHBIM HOMEp KIIOUYEBOTO HOCHTEIS,
COOTBETCTBYIOLIUI cepTHUPUKATY;

® 3amucH, OTpaXkarollMe BbIAaYy Ha PYKU MOJI30BaTeNsM (OTBETCTBEHHBIM HCIIOIHUTENSM) U CAAYY
MMU Ha XpaHEHHE JIMYHBIX KIIFOUEBBIX HOCUTENIEH, BKIIIOUasl PE3€PBHBIE KIIIOUEBbIE HOCUTENH;

e coOwbrTus, mpoucxomuBimue Ha APM monb3oBarens ¢ ycranoBieHHbiM [1O CK3U, ¢ ykazanmem
MPUYUH U NPEANPUHSTHIX IEUCTBUI.

[Tons3oBatens (MO0 aIMUHUCTPATOP OE30MACHOCTH) JOIDKEH MEPHOANYECKH (HE pexe OJHOTO pas3a B
JIBa MeCsII1a) MPOBOJIUTH KOHTPOJIb IIEIOCTHOCTH U JIETAIBHOCTH yCTaHOBICHHBIX Komwii [10 Ha Bcex APM co
BcTpoeHHOM CK3U ¢ moMoIIbo mporpaMm KOHTPOJIS IIETIOCTHOCTH, IIPOCMATPUBATh COOOIICHHS O COOBITHSIX



B JKYpHAJIC EventViewer OHepaI_[I/IOHHOf/'I CUCTCMBbI, a TaKKC IMPOBOAUTH IMCPHOAUYCCKOC TCCTHUPOBAHUC
TEXHUYCCKUX U MPOrpaMMHBIX CPEICTB 3alllUThI.

B cnydae oOHapyxeHus "NMOCTOpOHHMX" (HE 3aperMCTPUPOBAHHBIX) MPOrpaMM, HapyLICHUs
[EIOCTHOCTH TIPOTPaMMHOTO oOecrieueHns JIMOO BBISBICHUS (hakTa MOBPEXKICHHS TeYaTeil Ha CHCTEMHBIX
Onokax pabora Ha APM nomkHa ObITh mpekpamieHa. Ilo naHHomy ¢akTy AOKHO OBITH MPOBEICHO
cIykeOHO€ pacciieJoBaHHE KOMHMCCHEH, HAa3HAY€HHOM pYyKOBOJUTENEM OpraHU3aliH, I7e TPOU30ILIO0
HapylIeHHe, U OpPraHMW30BaHbl PabOThl MO aHAIW3y M JIMKBUIAIMM HETaTHUBHBIX IOCIEACTBUN JaHHOTO
HapyIIEHUS.

Pexomenyercst opranusosats Ha APM cuctemy ayqura B COOTBETCTBHH € ITOJUTUKONW O€3011aCHOCTH,
IIPUHATON B OPraHU3allii, C PEryJIIpPHBIM aHAJIN30M PE3YJIbTATOB ayJUTa.

6. 3akirouenne
Hacrosiiie nmpaBuia cocTaBieHbl Ha OCHOBE:
o  ®enepanbHoro 3akoHa ot 06.04.2011 Ne 63-D3 «O0 31eKTpOHHON TOAMUCHY;

o OenepanbHoro 3akoHa ot 27.07.2006 Ne 149-d3 «O6 undopmaryu, ”HPOPMALTMOHHBIX TEXHOJIOTHSIX
U 0 3aIuTe HHHOpMALIUNY,;

e qpukaza DAIICHU ot 13.06.2001 Ne 152 «O6 yrBepxkacHuM MHCTpyKIMM 00 OpraHU3AMH H
obecreyeHnr O€30MacCHOCTH XpaHEeHHsI, 00pabOTKU U Mepeaayn 1Mo KaHalaM CBS3H C UCIIOJIb30BaHUEM
CPEACTB KpUNTOrpapuIeCKOr 3alUThl HHOOPMAIIMH C OTPAHHYECHHBIM JOCTYIIOM, HE COJACpKaIIei
CBEJICHUH, COCTABJISIOIINX TOCYJAPCTBEHHYIO TailHY»;

e npukaza OCb ot 09.02.2005 Ne 66 «OO6 yrBepxnaenun [lomoxenus o pazpaboTke, MPOU3BOJCTBE,

peanu3anyu U dKCIUTyaTanud MH(QPOBATBHBIX (KpUNTOrpadUIeCKUuX) CPEACTB 3alTUTHl HHPOPMAIIH
(ITonoxenue ITK3-2005)».

® HKcIuryaTamoHHOM nokymeHTanuu Ha CK3U, kotopoe ucnone3yercs B Cucreme
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